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Abstract

Invented in 1977 by Rivest, Shamir and Adleman, the RSA cryptosystem
has played a very important role in the development of modern cryptography.
Its various applications in industry, Internet, banking, online shopping, cell
phones, smart cards, secure information transfers and electronic signatures
have made RSA a standard at the heart of modern technologies. This chapter
explores the mathematics behind the RSA cryptosystem including the encryp-
tion, decryption and signature schemes of RSA. We give a survey of the main
methods used in attacks against the RSA cryptosystem. This includes the
main properties of the continued fraction theory, lattices, the LLL algorithm
of Lenstra, Lenstra and Lovasz and the lattice reduction based technique of
Coppersmith for solving modular polynomial equations.

1 Introduction

The concept of the public-key cryptosystem was proposed by Diffie and Hellman [5]
in 1976. Since then, a number of public-key cryptosystems have been proposed to
realize the notion of public-key cryptosystems. At the moment some of them are
present in industrial standards. In 1977, Ronald Rivest, Adi Shamir and Leonard
Adleman [10] proposed a scheme which became the most widely used asymmetric
cryptographic scheme, RSA. For instance, the RSA public-key cryptosystem is used
for securing web traffic, e-mail, remote login sessions, and electronic credit card pay-
ment systems. The underlying one-way function of RSA is the integer factorization
problem: Multiplying two large primes is computationally easy, but factoring the result-
ing product is very hard. It is also well known that the security of RSA is based on
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the difficulty of solving the so-called RSA problem: Given an RSA public key (e, N)
and a ciphertext ¢ = m® (mod N), compute the plaintext m. The RSA problem is not
harder to solve than the integer factorization problem, because factoring the RSA
modulus N leads to computing the private exponent d, and to solving the RSA
problem. However, it is not clear, if the converse is true.

In the RSA cryptosystem, the public modulus N = pq is a product of two
primes of the same bit size. The public and private exponent e and d satisfy the
congruence

ed=1 (mod ¢(N)),

where ¢(N) = (p — 1)(¢ — 1) is the Euler totient function. Encryption, decryp-
tion, signature and signature-verification in RSA require the computation of heavy
exponentiations. To reduce the encryption time or the signature-verification time,
one can use a small public exponent e such as 3 or 2!° + 1. On the other hand, to
reduce the decryption time or the signature-generation time, one can be tempted to
use a small private exponent d. Many attacks show that using a very small private
exponent is insecure. Indeed, Wiener [12] showed in 1990 how to break RSA when
d < N°% ysing Diophantine approximations. The bound was improved by Boneh
and Durfee [2] in 1999 to d < N%%? using Coppersmith’s lattice reduction based
method [4].

In this chapter, we survey the state of research on RSA cryptography. We
start from reviewing the basic concepts of RSA encryption, decryption, signature
and signature-verification schemes, and subsequently review some algebraic attacks
on RSA using elementary methods as well as tools from the theory of continued
fractions and lattices. This includes the lattice reduction algorithm LLL of Lenstra,
Lenstra and Lovész [§] and the technique of Coppersmith for solving univariate
modular polynomial equations [4].

The rest of the paper is structured as follows. In section 2 we will introduce
the basic mathematics behind the RSA cryptosystem including the encryption, de-
cryption and signature schemes as well as some elementary attacks on the RSA
cryptosystem. In Section 3, we review the theory of the continued fractions and
present two applications in the cryptanalysis of RSA. In Section 4, we focus on lat-
tices and their reduction using the LLL algorithm and review Coppersmith’s method
for finding small modular roots of univariate polynomial equations and some appli-
cations in the cryptanalysis of RSA. We conclude in section 5.



2 The Mathematics of the RSA Cryptosystem

2.1 The basic mathematics

The elementary arithmetic of the RSA cryptosystem is based on the rings N, Z and
Zy =Z/NZ.

Definition 2.1 (Division Algorithm for Integers). Let a,b € Z with b > 1. Then
there exist unique ¢,r € Z such that

a=bq+r, 0<r<hb.
If r =0, we say that b divides a and denote this by b|a.
Definition 2.2 (Greatest common divisor). Let a,b € Z. A positive integer d is

the greatest common divisor of a and b if

1. d]a and d|b,
2. if ¢ is a positive integer satisfying c|a and c|b, then c|d.
The greatest common divisor of a and b is denoted by ged(a, b).
Primality and Coprimality play a central role in the arithmetic of the RSA

cryptosystem.

Definition 2.3 (Prime Integer). An integer p > 2 is said to be prime if its only
positive divisors are 1 and p.

Definition 2.4 (Relatively Prime Integers). Two integers a and b are said to be
relatively prime or coprime if ged(a, b) = 1.

Definition 2.5 (RSA Modulus). Let p and ¢ be large prime numbers such that
p # q. The product N = pq is called an RSA modulus.

In the most standards of RSA, the modulus is a large integer of the shape
N = pq where p and ¢ are large primes of the same bit-size. It is clear that the most
direct method of breaking RSA is to factor the RSA modulus N. Consequently, the
security of RSA is mainly based on the difficulty of factoring large integers.

Theorem 2.1 (The Fundamental Theorem of Arithmetic). Given a positive integer
n > 2, the prime factorization of n is written

k
_ na1,,02 A a;
n=py Py Py _Hpil’
i=1

where pi,ps, -+ ,pr are the k distinct prime factors of n, each of order a; > 1.
Furthermore, the factorization is unique.



A very important number theoretical function in the RSA cryptosystem is the
Euler totient function.

Definition 2.6 (The Euler Totient Function). Given a positive integer n > 2, the
Euler totient function ¢(n) is defined by

6(n) = #Z; = #{a, 0<a<n, ged(a,n)=1}.

The set Z; is called the group of units modulo n.

It is easy to see that ¢(p) = p — 1 whenever p is prime. The Euler totient
function has many useful properties.

Theorem 2.2. Let m and n two positive integers such that ged(m,n) = 1. Then
¢(mn) = ¢(m)p(n).
Proof. Suppose that gcd(m,n) = 1. Consider the map

T: Liyn —— Loy, X Loy,

where [z], denotes z modulo a. We want to show that 7 is bijective. Let z,y € Zpy,
such that 7(z) = 7(y). Then

[zl =Ylmez—Yn=02—y=0 (modm).

Similarly, we get t—y = 0 (mod n). Since ged(m, n) = 1, this implies that x—y = 0
(mod mn). On the other hand, |z — y| < mn. Hence z —y = 0 and x = y. This
shows that 7 is injective. To show that 7 is surjective, let (a,b) € Z,, X Z,. Define
M e Z,, N € Z,, and x € Zy,, by

M=m"1 (modn), N=n' (modm), x=aNn+bMm (modmn).
Then

r=aNn+bMm=aNn=a (mod m),
r=aNn+bMm=bMm=">b (mod n).

It follows that the map 7 is surjective and finally bijective. Moreover, we have
ged(a, mn) = 1 if only if ged(a,m) = 1 and ged(a,n) = 1. This implies that

T (L) = Lo, X L
Then ¢(mn) = ¢(m)op(n). O



Theorem 2.3. Let p be a prime number and e > 1. Then
o (p°) =p"(p—1).
Proof. We have

¢(°) = #{a, 0<a<p’ ged(a,p) =1}
= p*—#{a, 0<a<p, ged(a,p)>1}.

Notice that #{a, 0<a<p®, ged(a,p)> 1} is the number of positive integers
not exceeding p® that are not coprime to p. Such integers are p, 2p,..., p° 'p. Hence

() =p"—p T =p(p— 1),
which terminates the proof. O

If the factorization of n is given, then ¢(n) can be expressed as in the following
theorem.

Theorem 2.4. Let i
n=]][r"
i=1

be the factorization of n > 2. Then

Hpal—l . 1

Proof. Using Theorem [2.2] and Theorem [2.3] we get

o (1) = TTett =TTt - .
[

As we will see later, the decryption process of RSA is based on the following
result.

Theorem 2.5 (Euler). Let n be a positive integer. If a is an integer such that
ged(a,n) =1, then
a®™ =1 (mod n).



Proof. Recall that ¢(n) = #7Z where
Zn:{a1:1<a2<--- <a¢(n)}.
Suppose that ged(a,n) = 1 and consider the set
{aa; (mod n),aa; (modn), -, aasm (modn)}.

If aa; = aa; (mod n) for some 4, j, then a(a;—a;) =0 (mod n). Since ged(a,n) = 1,
then a; — a; =0 (mod n) and since |a; — a;| < n, then a; = a;. Hence

{ar, a2, -+ ,apvy} = {aar (mod n),aa; (mod n), -+, aasn) (modn)}.
Next, consider the product of the integers in both sides. We get

p(n) b(n)

H a; = H aa; (mod n)) ¢(n) H a; (mod n)

Since each a; satisfies ged(a;,n) = 1, then gcd( H - a,) = 1. Simplifying by

H ~ ) a;, we get
a®™ =1 (mod n).

]

Let a, e and n be positive integers. A practical concern in implementing RSA
and many cryptographic protocols is the computation of a® (mod n). Suppose that
the binary representation of e is

k
e= ZQiei, e; € {0,1}.
i=0

T (e o S P

We summarize the modular exponentiation in Algorithm 1.

Then

2.2 The basic RSA cryptosystem
The RSA cryptosystem was created in 1977 by Ronald Rivest, Adi Shamir and

Leonard Adleman [I0]. It has become fundamental to e-commerce and is widely used
to secure communication in the Internet and ensure confidentiality and authenticity
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Algorithm 1 Square-and-multiply algorithm for exponentiation in Z,
INPUT: a € Z, and an integer 0 < e < n whose binary representation is e =
>io e
OUTPUT: b= a° (mod n).
1: Set b=1.
2: for ¢ from k£ down to 0 do
3:  Compute b = b* (mod n).
4 if ¢; =1 then
5: Compute b = ba (mod n).
6
7
8

end if
: end for
: Print b and stop.

of e-mail. The RSA cryptosystem is based on the generation of two random primes,
p and g, of equal bit-size and the generation of random exponents, d and e satisfying
ed =1 (mod ¢(N)) where ¢p(N) = (p — 1)(¢ — 1) is Euler’s totient function. The
RSA modulus N is the product N = pqg. The pair n and e are made public and
p, q, d are secret. The integer e is sometimes called the public exponent and d the
private exponent. The generation process is illustrated in Algorithm 2. The pair
(N, e) is often called the public key and (N, d) the private key.

Algorithm 2 : Standard RSA key generation
INPUT: A number k of bits of the primes.
OUTPUT: A public key (N, e) and a private key (N, d).

Pick random primes p and q of bit-size k.
Set N = pg and ¢(N) = (p — 1)(¢ — 1).
repeat

Pick a random integer e < ¢(N),
until ged(e, p(N)) = 1.
Compute d = e~! (mod ¢(N)).
Return (N, e) and (N, d).

Now, we describe the encryption, decryption and the signature schemes of the
RSA cryptosystem.

e RSA Encryption
INPUT: The public key (N, e) and the plaintext message m.
OUTPUT: The cyphertext c.

1. Represent the message as an integer m < N such that ged(m, N) = 1.
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2. Compute ¢ = m* (mod N).

3. Return c.

e RSA Decryption
INPUT: The private key (IV,d) and the cyphertext c.
OUTPUT: The plaintext message m.

1. Compute m = ¢¢ (mod N).

2. Return m.

e RSA Signature
INPUT: The public key (N4, e4), the private key (Np,dp), and the plaintext

message 1.
OUTPUT: The cyphertext ¢ and the signature .S.

1. Compute ¢ = m (mod Ny).
2. Compute S = ¢?# (mod Np).
3. Return c and S.

e RSA Signature Verification
INPUT: The private key (Na,d4), the public key (Np,ep), cyphertext ¢ and

the signature S.
OUTPUT: The cyphertext ¢ and the signature .S.

1. Compute S’ = S8 (mod Np).
2. Return ¢ and S’. The signature is verified if S’ = c.

To show that encryption and decryption are inverse operations, recall that ed = 1
(mod ¢(NV)). Therefore
ed =1+ k¢(N),

for some positive integer k. Hence

¢ = m = m! PN = (m¢’(N))k =m (mod n),

where we used Euler’s Theorem [2.5



2.3 Elementary attacks on RSA

It is well known that most successful attacks on RSA, are not based on factoring the
modulus N. Rather, they exploit the mathematical weakness of the RSA algorithm
or the improper use of the RSA system, such as lower exponents, common modulus,
and knowledge of parts of the private exponent. We shall study here two elementary
attacks on the RSA system.

Let N = pq be an RSA modulus with ¢ < p < 2¢g. Suppose that an adversary
knows the Euler totient function ¢(/V) in addition to N. Then he can easily break
the RSA system.

Proposition 2.6. Let N = pq be an RSA modulus. Suppose that ¢(N) is known.
Then one can factor N.

Proof. Suppose that N = pg and ¢(N) are known. Consider the equations in p, ¢

{pq =N,
p+q=N+1—0¢(N).

Then, eliminating ¢, we get
PP —(N+1—¢(N))p+N=0.
This leads to the solutions

N +1- (V) + /N T 1—g(V))? — 4N
. ,
N+1-(N) = /(N T 1 g(V))? — 4N
. |

]

Another well known attack on RSA makes use of the Fermat method for fac-
toring. suppose that p and ¢ are too close, namely |p — ¢| < ¢N%?° for some small
constant c. de Weger [11] showed in 2002 that Fermat’s factoring method could find
the primes p and q.

Theorem 2.7. Let N = pq be an RSA modulus with |p — q| < cNY* where c is a
positive constant. Then one can factor N in time polynomial in c.

Proof. Fermat’s method consists in finding two integers x, y such that

AN = 2% —y* = (v + y)(z — y).



If z — y # 2, then the factorization of N is given by

r+y Ty
2 1T T

To find z, y, we consider the sequence of candidates for x defined by

7 = [m/ﬁ] Vi, yi=yJa?— 4N, i=0,1,---k,

where [x] is the integral part of z. We stop the process when z7 — 4N is a perfect
square. Since p = % and ¢ = 3% then z, = p + ¢. Now, suppose that
lp — q| < cNY4. Then

p:

k = x5, — [QW}
= p+q—P¢N]

< p+q—2\/ﬁ+1

(p+9)* —4N
= =Y 41
p+q+2VN
N2
p+q+2VN

VN

< +1
2\/W
02

< — 4 1.
2+

It follows that Fermat’s method can factor N in less than % + 1 steps, which is

efficient for small values of c. O

If RSA is not used properly, it may be possible to break the RSA encryption
by recovering the secret message m without use of any knowledge of the private key
(N, d). One such improper use is the use of two public keys (N, e;) and (N, ey) with
common modulus N and message m.

Theorem 2.8. Let N = pq be an RSA modulus and m a secret message. Let ey
and ey be two public exponents such that ged(eq,ex) = 1. If ¢ = m® (mod N) and
ca =m® (mod N) are public, then one can recover m.

Proof. Suppose that the encrypted messages ¢, co defined by

cg = m® (mod N),

ca = m® (mod N),

10



are public. If e; and ey are public with ged(eq, ) = 1, then there exist integers x;
and x5 such that e;x; — eazy = 1. Hence

elxlmfegxg

' =m =m "2 =m  (mod N).

This terminates the proof. O

The RSA cryptosystem standards recommends to generate the primes p, q
with the same bit size, that is ¢ < p < 2¢. This leads to the following result.

Proposition 2.9. Let N = pq be an RSA modulus with ¢ < p < 2q. Then
273N2 < g< N2 < p<2:Nz,

and

1 2 1
2Nz <p+q<¥]\f2.

Proof. Assume that ¢ < p < 2¢. Then multiplying by ¢, we get ¢> < N < 2¢?
1 1 1 1 1

and 273 N2 < g < N2. Since p = %, this gives easily Nz < p < 22 Nz2. Next,

consider f(p) =p+q¢=p+ %. The derivative satisfies f'(p) = 1 — % > 0, hence

£ (N3) < fp) < £ (25N3) and

IN2 <p+gqg<

w
wﬁl
)

This terminates the proof. O

3 Diophantine Approximations

In this section we introduce the basics of continued fractions and see how they arise
out from attacking the RSA cryptosystem in some cases. For a general background
we refer to [6] and [3].

3.1 Continued fractions

Let z € R such that |z | # x where |x| is the integral part of . Write zy = x and

To=ag + —,
T1
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where ag = |zo] and x; > 1. If x; # 0, then write

1
ry=a+ —,
)

where a; = [z;] and x5 > 1. Next, if 25 # 0, then write

1
Ty =az+ —,
L3
where as = |22] and z3 > 1. Observe that
1 1 1
r=ayt —=a+—— =0+ ———
T
ay + — &1+—1
L2 as + —
T3

Alternatively, one may write x = [ag, a1, as, x3].

Definition 3.1 (Continued Fraction Expansion). The continued fraction represen-

tation of a real number x will be denoted by x = [ag, a4, - , a,,] where
1
lag, ay, -+, am] = ag + 1 ;
a7
A

and m may be infinite. All a;, called partial quotients, are positive integers, except
for ap which may be any integer.

Definition 3.2 (Convergent). Let x € R with « = [ag, a1, -+ , ap]. For 0 <n <m,
the nth convergent of the continued fraction expansion of x is [ag, a1, - -+ , ay).

Proposition 3.1. For each n > 0, define integers p, and q, as follows:

P—2 = 07 pP-1= 17 Pn = ApPn—1 + Pn—2,
q—2 = 17 -1 = 07 Qn = GnpQn-1 + Qn—2.

Then, for 0 < n < m, the nth convergent of the continued fraction expansion of x
is [a07a17 e 7an] = z_:

Proof. We use induction. We have py = agp_1 + p_2 = ag and ¢g = agq_1 +q_2 =1
so that

Po

[ao] B qo

12



Suppose the proposition is true for n — 1, that is

Gp—1Pn—2 + Pn-3
Ap—-1G9n—2 + Gn-3

[ala Qg,Aa3, - 7an—1] =

Then

1
Ao, A1, A2, ,Ap_1,0n] = [Gg, a1, a2, , Gy 1+a]

<an71 + Pn—2 +pn 3

=)
<an—1—|— >Qn 2+ qn-3
1)

(anflan Pn—2 + ApPn—3
(anflan + 1) Gn—2 + AnQn—3
A, (an—lpn—2 + pn—3> + Pn—2
an, (an—IQn—l + Qn—3) + G2
nPp—1 + Pn—2

AnGn—1 + Gn—2

Pn

n ’

Hence the proposition is true for n. O

Proposition 3.2. For —2 <n < m — 1, we have

Prlni1 — GuPny1 = (—1)"

Proof. We use induction. For n = —2, we have p_oq_1 — q_op_; = —1 = (=1)72+1,

Assume that p,_1¢, — ¢n—1pn = (—1)". Using Proposition for n + 1, we get

Prnln+1 — GnPnt1 = Pnl@ni1Gn + Gn—1) — @u(@ns1Ppn + Pn-1)
= Pndn-1 — 4nPn-1
= —(=1"
= (=",

which terminates the proof. O

As a consequence, we easily get the following result.

Proposition 3.3. For 0 < n < m, the fraction fl’—z 1s in lowest terms, that is

Proof. By Proposition for 0 <n <m —1, we have p,ni1 — @upns1 = (—1)",
then ged(pn, ¢,) = 1 and ged(ppy1, i) = 1. O

13



The following result is a direct consequence of Proposition and Proposi-
tion 3.2

Corollary 3.4. Forn > 0, let fl’—z be a convergent of the continued fraction expansion
of x. Then

(a) (an - pn)(C]n—i—lm —pn+1) < 0.
(b) |Qn+1$ —pn+1| < anx —pn|.

Proof. (a) Write = = [ay,a9,a3,*+ ,apn, Tny1] = |G, a1,a2, *+ ,api1, Tpio] Where
Tpt1 = Gnt1,- -] and @10 = [apyo,---]. For n > 0, we have
Do TenPatPaot Po_ PniGn = Poda1 _ (="
An Tn+19n + dn—1 dn qn(xn—&—lqn + Qn—l) qn(xn—HQn + QTL—I)
Hence
(-1 (1t
Gnt —Pn = 5  Gn+1¥ — Pn41 =

Ln4+14Gn + qn—1 Tn+2qn+1 + dn '
It follows that (¢,@ — pn)(Gni1% — Ppy1) < 0.

1

Tn+2

(b) To show |,z — pn| > [@ns1T — Pasil, Write z,01 = apy1 + with x,,0 > 1.

Then
Upy1 < Tpyr < Apg1 + 1

Hence

Tnt1qn T Gn-1 < (an+1 + 1)Qn + Gn-1 = Gni1 T @n < Tpi2Gni1 + Gn,

which leads to
1 1

> .
Tpi1Qn + Gn-1  Tni2Qnt1 + Qn

We get finally
|an - pn‘ > |QTL+1$ - pn+1|>

which terminates the proof. O

Theorem 3.5. Forn > 0, let f;—: be a convergent of the continued fraction expansion
of ©. Let § be a rational number with ged(p,q) = 1.

(a) If ¢ < Gny1, then |gur — pu| < |qz — pl.
_ Pn
() If 4 < g, then |o — 1=

<‘:v—2
= q

14



Proof. (a) Assume 0 < ¢ < gp+1. To show |g,z — p,| < |gx — pl|, write p and ¢ as

P = apy + bpny1,
q = aGn + b1,
where
a=(=1)""(pgar1 — qpar1), 0= (=1)""(apn — pgn)-
Since ¢ < qn+1, then the expression of ¢ implies that ab < 0. On the other hand, we
have
gr—p = (=1)""(agp + bgns1)z — (=1)"" (apn + bpaia)
= (=1)"a(gnr — pn) + (=1 0(gn i1 — prsa).
Observe that, using Corollary the product of the terms gives
ab(gnx = pn)(Gn+1Z = Pps1) > 0.
Then
gz = p| = la(gnz — pu)| + [6(gn+12 — Pr1)| 2 |@n® — pul,
and the first assertion follows.

To prove (b), assume that ¢ < ¢,,. Then

_ Pu| _ g — pa < gz —p| _ ‘I_]_J 7
dn dn q q
which proves the second assertion. O

In 1798 Legendre proved the following result. This is the main result from the
theory of continued fractions that we use to attack RSA.

Theorem 3.6. Let x € R and § be a rational fraction such that ged(p,q) = 1 and

q <bif v = ¢ with gcd(a,b) = 1. If

P 1

< )
q]  2¢*

then § is a convergent of the continued fraction expansion of x.

Proof. Let § be a rational number with ged(a,b) = 1. Let ’;—: be a convergente of

< #. Using Theorem |3.5 we get

such that ¢, < ¢ < ¢,.1. Suppose that ‘x — g

n n n 1
122_19_ zle_m_p_ g‘fz_x'+ g o gz‘x—2‘<—2.
q9 Gn q an q an q q
Hence ¢
|pqn _an| < En S ]-a
which leads to pqn—pnqzoandgzz—:. O

15



3.2 Attacks on RSA using continued fractions

Let N = pg be an RSA modulus and e, d be the public and private exponents of the
RSA cryptosystem satifying ed = 1 (mod ¢(N)) where ¢(N) = (p — 1)(¢ — 1). A
well known attack on RSA, described by Wiener [12], uses continued fractions, and
applies when the private exponent d is small.

Theorem 3.7 (Wiener). Let N = pq be an RSA modulus with ¢ < p < 2q. If
d < %N%, then one can factor N in polynomial time.

Proof. Suppose that e < ¢(N) and ¢ < p < 2¢. Then N = pq > ¢%, and ¢ < v/N.
Expanding ¢(N) = (p — 1)(q — 1), we get

N—¢(N)=p+q—1<2¢+q—1<3q<3VN.
On the other hand, since ed = 1 (mod ¢(N)), then
ed = k¢(N) + 1,

for some positive integer k and, since e < ¢(INV), it satisfies

ed —1 ed
k= < <d.
¢(N) — o(N)
Using N — ¢(N) < 3v/'N, we have
ek led — kEN|
N d| Nd
_led —k¢(N) — kN + ko(N)|
B Nd
L= k(N = o(V))]
Nd
_ KV = 9(N))
Nd
_ 3kVN
Nd
3k
dvVN
Using k < d < %Ni, we get
3k Ni 1 1 1

< = L — < —.
dvN dvN dNi 3d2 = 2d2
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Hence |% — §| < # and therefore, from Theorem , it follows that § is one of

the convergents in the continued fraction expansion of ;. Notice that the continued
fraction algorithm gives the convergents in polynomial time. Using this convergent,

we get
ed —1

which, by Proposition [2.6] leads to the factorization of N. ]

The bounds on the private exponent can be increased considerably when there
are three instances of RSA, having the same modulus, with small private exponents.
As described in [7], an unpublished attack by Guo can be used to factor the modulus
when the private exponents are each smaller than N 5,

Theorem 3.8 (Guo). Let N = pq be an RSA modulus. Consider three instances of
RSA with a common modulus N and public exponents ey, es, es satisfying

erdi =1 (mod ¢(N)), exdy =1 (mod ¢(N)), esd3=1 (mod ¢(N)).

If all the k; and d; are pairwise relatively prime and d; < N3—¢ fori=1,2,3, with
e > 0, then factor N can be factored in polynomial time.

Proof. Transforming the three congruences e;d; = 1 (mod ¢(N)), i = 1,2,3 to
equations, we get

erdy = 14+ ki1p(N), eady =1+ kap(N), esds =14 ksp(N),
where ki, ko, k3 are positive integers. Removing ¢(N), we get the system

erdiky — eadoky = ko — kh
erdiks — esdsky = ks — ki,
€2d2k’3 — 63d3]€2 = k’g — k‘g.

Dividing the first equation by dikses, we get

€1 daky _ V@ - kl’
€9 dlk’g dlk'geg ’
it _ |ko—k1| 1 . .
Under the conditions ged(doky, diks) = 1 and Dfaes < @E)E Theorem implies
that Zji; is a convergent of the continued expansion of . The last condition leads
to o
dy < ——2—
2k |ka — k1|
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Similarly, 213’]:1 is a convergent of the continued expansion of £ if
1R3 €3
€3
dy < ————
Y Qheglks — k|
and 33];2 is a convergent of the continued expansion of £ if
2R3 €3
€3
dy < ————.
2k3|ks — ko

Assuming that all the k; and d; are pairwise relatively prime, we get
d1 = ng(dll{?Q, dll{?g), /{31 = ng(dgl{Zl, dgl{?l),

which leads to ¢(N) = ed]i—l_l and finally to the factorization of N. If we suppose

that k; < d; < N° for a positive constant &, and e; < N, then the condition

|ko—Fk1] 1 .
Difaes < k)7 CA be rewritten as

N36 < %N — Nl*SE,

or equivalently 6 < % — ¢, where € > 0 is a small constant depending only on N. [

4 Lattices

In this section we give some basic backgrounds about lattices and the LLL algo-
rithm [8]. This includes definitions about lattices, some very useful lattice properties
and some necessary theorems that will allow us to try some attacks on RSA. For
more information about the algorithmic theory of lattices, see [3].

4.1 Lattices preliminaries and the LLL algorithm

A lattice £ is a discrete additive subgroup of R™.

Definition 4.1 (Lattice). Let by, -+ ,b, € R™ be n < m linearly independent
vectors. The lattice generated by {b,--- ,b,} is the set

i=1 i=1

The set B = (by...,b,) is called a lattice basis for £. The lattice dimension is
dim(£) = n. If n = m then L is said to be a full rank lattice.
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A lattice £ can be represented by a basis matrix. Given a basis B, a basis
matrix M for the lattice generated by B is the n x m matrix defined by the rows of
the set {by...,b,}

b
M=1:
bn
It is often useful to represent the matrix M by B. A very important notion for the
lattice £ is the determinant.

Definition 4.2 (Determinant). Let £ be a lattice generated by the basis B =
(by ..., b,). The determinant of £ is defined as
det(L) = +/det (BBT).
If n = m, we have
det(L) = y/det (BBT) = | det(B)].
In the following we show that the determinant of a lattice is an invariant, that
is does not depend on the particular choice of the basis.

Proposition 4.1. Any two bases for a lattice L are related by a matrix U having
integer coefficients and determinant det(U) = +1.

Proof. Suppose that the lattice £ is generated by the bases B = (by...,b,) and
B' = (b} ...,b,). Since every b; can be expressed in the basis B’ using integer
coefficients, there exists a n X n matrix U’ with integer coefficients such that B =
U’'B’. Similarly, there exists a n x n matrix U with integer coefficients such that
B’ =UB. Hence B’ = UB = UU'B’ which leads to UU’ = I and det(U)det(U’) =
1. Since det(U),det(U’) € Z, then det(U) = det(U’) = £1. O

Corollary 4.2. The determinant of a lattice does not depend on the selection of the
basis.

Proof. Suppose that the lattice £ is generated by the bases B = (b;...,b,) and
B' = (b)...,b,). Then there exists a matrix U’ with integer coefficients such that

B =U'B’. We have
det(£) = +/det(BB")
V/det (U'B'(U'B")T)
Vdet (U'B)BTUT)
V/det (U'U'TB'B'T)
Vdet (U'UT)\/det (B'B'T)

= /det (B'B'T),
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which terminates the proof. ]
Definition 4.3 (Inner Product). Let v = > v;b; and v' = " vb; be two
vectors. The inner product of v and v’ is defined as

n

(u,v) = Z v; V..

=1

A short lattice vector is a vector v in £ such that its Euclidean norm ||v]| is
relatively small.

Definition 4.4 (Euclidean Norm). The Euclidean norm of a vector v = Y. | v;b;

is defined as )
n 2
ol = (z ) |
i=1

For a given lattice £ with dimension n > 2 some bases are better than others.
It is often useful to represent a lattice in a basis of short vectors. The LLL algorithm,
designed by Lenstra, Lenstra and Lovész [§] in 1982, can be used to find a basis of
lattice vectors which are relatively small in norm. The LLL algorithm makes use
of the the Gram-Schmidt procedure of computing an orthogonal basis of the same

determinant. Given a set of independent vectors {b;...,b,}, the Gram-Schmidt
procedure constructs a set of vectors {b7 ..., 0"} such that
b; = b17
fori > 2 b’-‘:b'—i b where ~:Mfor 1<j<i
- 4, U; 7 o ,uz,] 'R ,LL’L,] <b;<7 b;) ~J .

The above conditions can be rewritten as B = M B*, where basis vectors are rows
of B and B*, and

1 0 0 0 ‘e 0
H2.1 1 0 0 0
R
Hnid Hn—12 Mn-13 °°° 1 0
i Hn,1 Hn,2 Hn,3 o MUpn—1 1 i

is the Gram-Schmidt matrix. Obviously det(M) = 1.

Theorem 4.3 (Gram-Schmidt). Let {by,...,b,} be a set of independant vectors and
let {b%,...,b5} be the associated Gram-Schmidt set of vectors. Then {b... bt} is
orthogonal.
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Proof. We use induction. Since b = by and b5 = by — 12107 = by — f12,101, then

ba, b
(b1, 03) = (b1, b2 — pi2,1b1) = (b1, b2) — p21 (b1, b1) = (b1, b2) — 2172 bl;
1, V1

Hence {07,053} is orthogonal. Next, suppose that {b7---,bf ;} is orthogonal for
1> 3. Then, for 1 < k <1i— 1, we have

1—1
(b, 07) = <bzybi—ZMi,jb§>
j=1

1—1
= (bpbi) = > g (b3, b))
j=1
(b, bi) — page (b, O
< k:bl> - L <bk7bk>
0.

(b1,b1) = 0.

(b, b

It follows that b} is orthogonal to each vector b with 1 < k < i—1. Hence (b --- ,b)
is orthogonal, which terminates the proof. O

Corollary 4.4 (Hadamard). Let B = {by,...,b,} be a basis of a lattice L and let
B* ={bj,..., b} be the associated Gram-Schmidt basis. Then

det(£) = [T 1071 < TT Ileall
i=1 i=1
Proof. Since B = M B* where M is the Gram-Schmidt matrix with coefficients p; ;

and determinant 1, we have

det(£)? = det (BBT)” = det (B*(B*)T)".
Using the orthogonal basis B* = {b,...,b}}, we get
det(£)? = det (B*(B")") = det [(0},07)] _, ., = [T ;12
i=1
On the other hand, we have ||b|| = ||b7|| and for 2 < i < n,

i—1
j=1
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Observe that (b%, b%) = 0 whenever r # s. Hence

i—1
i1 = 155 11> + > 210511,
j=1
and we deduce . .
det(£)* = TTI0517 < T Ieall>
i=1 i=1
This terminates the proof. O

In 1982, Lenstra, Lenstra and Lovész [8] proposed an algorithm for lattice re-
duction that runs in polynomial time and produces a basis B with many remarkable
properties. When the LLL reduction algorithm is performed on a lattice £ gener-
ated by a basis V' = {vy,...,v,}, it outputs a basis B = {b,...,b,} which is LLL
reduced.

Definition 4.5 (LLL Reduction). Let B = {b1,...,b,} be a basis for a lattice £
and let B* = {b},...,b:} be the associated Gram-Schmidt orthogonal basis. The
basis B is said to be LLL reduced if it satisfies the following two conditions:

1
gl <5 for 1<j<i<n, @
3 .
I < 1B + b for 1<i<on. )

The fundamental result of Lenstra, Lenstra, and Lovasz says that an LLL
reduced basis is a good basis for shortness of the vectors and that it is possible to
compute an LLL reduced basis in polynomial time. Some useful properties of a LLL
reduced basis are stated in the following theorem.

Theorem 4.5. Let B = {by,...,b,} be a LLL reduced basis and let B* = {b},... b}
be the associated Gram-Schmidt orthogonal basis. Then
(a) Hb;“|]2 <279\ bE||? for 1 < 5 <i <.

() TTL Ibi]] < 275 det(£).

(c) [|bjl| <272 [|B7]| for 1 < j < i< n.
(@) ||by]| < 2"7 (det(L))x.

Proof.
(a) Suppose that the basis B = {by,...,b,} is LLL reduced. Expanding and

using , we get

3 * * * * 1 *
IO < IBFIP + g I 1 < 107117 + 1051,
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which leads to
10;_ 1|17 < 2]|b7]%. (3)

Hence, for 7 <1, we get o
16711 < 27717 .

(b) Recall that b; = b} + ZJ 1 13305 Using (1 , we get

i—1 i—1
* >k * 1 *
031> = 1167117+ > w2 10317 < (107117 + 1 > e
j=1 j=1

Since [|b3]|* < 2°77(|b; [|*, we get

* ]' - i—7 * i— — * i— *

194117 < 117 [ + 2 D2 = (T2 =2 ()P < 2 e (4)
i=1

Using Corollary we have

[Ted < T2 w17 = H 57117 = 275 det(L)?,
i=1 i=1

which leads to

HHbH<

(c) Considering () with i = j, we get [|b;]|*> < 2771|b%]|*. Combining with , we
get

(L)-

16,117 < 2771277 |l |12 = 27710 ||%,
which leads to

1651 <

ill (5)

(d) Taking j = 1 in (5)) and squaring, we get ||b;]|* < 2071|072 for 1 <4 < n. Hence

HIIb*H2

From this, we deduce [|by|| < 2% (det(L)). 0

n i— * n_1)
161 <H2 Higi|1? = T (det (L)%,
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4.2 Attacks on RSA using lattice reduction

An important application of lattice reduction found by Coppersmith [4] in 1996
is finding small roots of low-degree polynomial equations. This includes modular
univariate polynomial equations, and bivariate integer equations.

Let M be some large integer of unknown factorization and

d
f(z) = Z a;x’".

be a polynomial of degree d with integer coefficients. Consider the equation f(x) =0
(mod M). In general there is no known efficient algorithm that find integer roots
of the above equation. However, Coppersmith [4] introduced an efficient method
for finding small integer solutions using the LLL algorithm. Suppose we know that
there exists an integer xo such that f(zo) = 0 (mod M) and that |zo| < Na.
The problem is to find xy. The main idea is that if the coefficients of f are small
enough so that |f(zo)] = S.%, laiz’| < M, then one might have f(zo) over the
integers. Coppersmith’s idea is to build from f(x) a polynomial h(z) which has
small coefficients and the same solution xy. Soon after Coppersmith proposed his
method in 1996, Howgrave-Graham [7] proposed in 1997 a a new method for finding
all small integer roots. Suppose we know an upper bound X such that |z < X.
The following theorem by Howgrave-Graham reformulates Coppersmith’s idea of
finding modular roots. We define the Euclidean norm of a polynomial f(x) as

1f (@) = (Z a?) :

=0
Theorem 4.6 (Howgrave-Graham). Let h(x) € Z[x] be a polynomial of at most w
monomials satisfying

(1) |zo| < X, for some positive integer X .

(2) h(xo) =0 (mod M), for some positive integer M.

M

(3) [I1M(=X) < 75

Then h(xg) = 0 over Z.

Proof. Let h(zx) = Zj a;z" with w monomials. Suppose |zo| < X. Then

Za,-xé gZ‘aixBI <Z‘Q¢Xi‘- (6)

[(o)| =
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Recall that Cauchy-Schwarz inequality asserts that for a, 3 € R, we have

2
(o) < (3er) ().
Using this, we get Z Z Z

(i) (2] (o) - ey

If ||h(zX)| < \%, then, using @, we get
h(zo)| < D |aiX'| < Ve [ (a:X7)* = Vol h(zX)| < M.

Hence |h(xg)| < M. Finally, if h(zg) = 0 (mod M), then h(zg) = 0 over Z which
terminates the proof. O

To solve f(xg) = 0 (mod M), Theorem suggests we should look for a
polynomial h(x) of small norm satisfying h(zg) € Z. To do this we will build a
lattice of polynomials related to f and use LLL to find short vectors in the lattice.
The following result, as given below, is from May [9].

Theorem 4.7. For every € > 0 there exists an Ny such that the following holds:
Let N > Ny be an integer with unknown factorization which has a divisor b > NP.
Let fy(x) be a monic univariate polynomial of degree §. All solutions xo of the
congruence fy(z) =0 (mod b), such that
2
2| < 272N 5 ¢,

can be found in time polynomial in log(N).

Proof. Fix two positive integers m and t and consider the polynomials
gij(@) = DN(fp(x)™ j=0,---,6—1, i=m,--- 1,
hi(z) = 2'(fo(x))™, 1=0,---,t—1,

where 0 = deg(f;). Observe that all the polynomials share the root o modulo N™.
Rewriting the polynomials explicitly, we get

=0 j=1 j=2 e =61
1=m N™, N™zx, N2, Nmgd—1
i=m—1| N fy(x) N™lzfy(z) N™122fy(x) --- N l20-1f ()
i=m—2| N fi(x)> N"Pzfy(x)® N"2a?fy(z)* - N2 'fi(z)® (7)
i=2 | N?fy(x)"? N2xfy(z)™? N?z*fy(z)"? - N2 fy(z)™?
i=1 Nfy(x)™ 1t Nazfy(z)™ ' Na?fy(x)™t ... Nz lfy(x)m!
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Observe that the maximal degree is § — 1 + (m — 1)6 = md — 1. The details of the
polynomials h;(z) are as follows

i=0, 0 t=1= f"@),af"(2), 2" " (@), 2" " (@) (8)

Observe here that the maximal degree is t —14+md > md — 1. Replacing x by Xx in
the rows i =m,m —1,...,1 of the table and in the sequence and expressing
in the basis (1, x, T2, - ,xm‘”t*l), we get a sequence of matrices of the shape

N™
N™X
M, = ,
NmX6—1
r - Nm—lxd
- _ _ Nm—1X5+1
Mm—l - ,
_ _ _ _ NmleQ(sfl
r_ - NX(m—1)6
— _ _ NX(m—1)5+1
M, = ,
... _ _ _. Nx(m—1)§+6—1
r _ _ Xm5
_ _ Xm6+1
My, =
—  — ... — _ _ _ Xm5+t—1

Gathering the matrices, we get a triangular matrix of the form

which generates a lattice L. Obviously, we have
det(ﬁ) _ Nm5 . N(m—1)5 o N6X1+2+-~~+n—1 _ ]\]’%m(m—{-l)ts‘)(%n(n—l)7

where n = md +t. Using the LLL-algorithm, we can find a small element in £ that
corresponds to a polynomial h(z) satisfying (d) of Theorem [4.5] namely

m(m+1)§
2

|h(zX)|| < 2" det(L)% — 9" T NTE x (1)
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In order to apply Theorem on h(z), it is sufficient that ||h(zX)| < f/—ﬂ%, holds.
This is satisfied if

n—1 m(m+1)5 1 bm
TN = X:20D <
NZD
Plugging b > N? we find
n—1 __m(m+1)§ __1 N™B

2T N Xalnl) 2=
vn
Solving for X, we get
1 1 2mnB—m(m+1)§
X <2 2pnn-1 N n(n—1)
Consider the exponent of N as a polynomial in m. The exponent is maximal for
2nB — 0
m=——,
20
which leads to the bound
2 2
X < 2 5pai NTH oo T T

This can be rewritten as ,
X <27 3NF =

where
logn N 3 3? )
£ = — — .
(n—1logN n—-1 (n—1) 4n(n—1)
Observe that ¢ depends on n and satisfies liril e=0. n

Theorem has various applications in cryptography. We will now present an
attack on RSA - also due to Coppersmith - that finds the factorization of N = pq,
provided that one knows half of the bits of one of the factors.

Theorem 4.8. Let N = pq be an RSA modulus with p > q. If p is an approximation
of p with )
|ﬁ - pl < NZu

then N can be factored in polynomial time in log N.

Proof. Suppose we know an approximation p of p with |p — p| < N i. Consider the
polynomial f,(z) = 2 +p. Then f,(p —p) = p = 0 mod p. Hence, g = p — p
satisfies

fp(xo) =0 mod p, |zo < Ni.

Since p > N2, one can then apply Theorem with b = p, fo(z) =2 +p, 6 =1
and 8 = % This gives explicitly xy which leads to p = xg + p. O
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In 2004, Blémer and May [I] improved upon Wiener’s result by showing that
every public exponent e satisfying an equation ex — k¢(N) = y with suitable bounds
for x and y yields the factorization of N. The Blomer-May attack makes use of
Coppersmith’s method, namely Theorem [4.8

Theorem 4.9. Let ¢ < 1 and let (N,e) be an RSA public key tuple with N = pq
andp—q > ¢Nz. Suppose that e satisfies an equation ex — kop(N) = y with
1. 1 :

0<ax< §N3, and |y|] < cN-ier.
Then N can be factored in polynomial time.
Proof. Rewrite the equation ex —k¢(N) =y as ex —kN = y—k(p+¢—1). Dividing
by Nz, we get
e k
N =z

ly—k(p+q—1)|

No (10)

Next, suppose |y| < ¢N~iex and e < ¢(N). Then

er—y _ ex + |y| _ ex+iex - 5
—.
¢(N) — d(N) (N) 4
Combining with Proposition [2.9| and using e < NN, this implies an upper bound for
ly — k(p+q —1)| as follows

ly —k(p+q—1)|

k:

ly| +k(p+q—1)
ly| + k(p + q)

5
cN_%ex—f— ZI‘ X SN%

: 1 1
= cN’gex + Z5N2x

15
4

IA A

IN

< ¢Nix + —N P
< 4Nzg,
for sufficiently large N. Plugging in , we get

e k

N =z

ANz 4

Nz N3’

k

If x satisfies 0 < x < %N i then é < # Hence, by Theorem , © is a convergent

of the continued fraction expansion of . Using k and x we deduce

ex Y
—N—-Z 4142, 11
p+q PR (11)
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On the other hand, we have

ex—y _ex—|y| _er—jer  3ex

PSS T Al T e ()

This implies the following upper bound for %

[y cN-iex 4 3 4 1
< ——(N) = =cN N —cN
k %ex o(N) 3C HN) < 3C “

where we used ¢(N) < N. Hence, using , we see that N — 9% 4 1 is is an
approximation of p + ¢ up to an error term % < %cN 1 which can be transformed

into an approximation of p —¢. Indeed, setting s = N — ¢ +1 and t = \/[s? — 4N|,
we have

2 2
|p—q—t| _ |(p_Q> _t|
p—q+t
e —9)? —|s* —4n]]
B p—q+t
P G 0]
o p—q+t
~lp—9* +4n -5’
B p—q-+t
e+ 9 =
 p—gq+t
_pta—sllptq+s)
B p—q+t ’

Observe that |p+q—s|<%cN%,p+q+s<3(p+q) and p—q—+t>p—q. Then

4eNi(p + q)
p—q—t| < ———
pP—q
Assuming p — q > ¢N 2 and using Proposition , we get

12cNiN32
p—q—t| < =7 _qoNd
cNz

29



We get finally

s+t 1
p— = §m+q—s+p—q—ﬂ
< Lhta—s|+al f
J— _S J— —_— J—
5lp+a 5lp—a
2
< ch%+6N%
< T7NT.

This implies that one of the values ST” +JN i, —6 < j <6, is an approximation of
p up to an error of at most N T Hence, using Coppersmith’s Theorem , N can
be factored in polynomial time. O]

5 Conclusion

In this chapter, we review the mathematical foundations of the RSA cryptosystem.
We described the elementary arithmetic of the RSA encryption, decryption and
signature. We introduced the tools to launch some cryptanalytic attacks on the
RSA cryptosystem, namely the diophantine approximation based attacks and the
lattice reduction based attacks. This includes the theory of the continued fractions,
the Lenstra, Lenstra, and Lovasz famous LLL algorithm as well as the work of
Coppersmith for finding small roots of univariate modular polynomial equations.
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