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Introduction

v

Well-know block cipher

v

Efficiency requirements since NIST's call
— Tuned according to the platform

v

Compliant with DCI specification

v

Sound up-to-date design
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Cipher Description

State

50,0

50,2

S1,0

S1,1

S1,2

52,0

S2,1

9,2

53,0

53,1

53,2

Master Key

ko,0)

ko,1

ko 2|

ko, 3|

k1,0

ki1

k1,2

k1,3

k2,0

k2,1

k2,2

ka3

k3,0

k3,1

k3,2

k33

UCL Crypto Group

AddRoundKey Keyo

SubBytes
ShiftRows

AddRoundKey Key;

SubBytes
ShiftRows
AddRoundKey Keyio
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Cipher Description:
AddRoundKey & ShiftRows

So.0)S0,1{S02/Sos

S10[{koo Ko.1[Koz2|Ko3
520K 0| Kr.1|Kr2|Kra
530Ky 0| Kot | Koo Ko
KoolKox |KoJKos

S'0(S11[S12[S13 .
SR @ each sta_te byte with
Sholshi[sh[shs corresponding key byte.

% Sh0[Sh:[Sh2/Shs AddRoundKey:

S0,0(S0.1(S0.2|So0s
S10(S1,1{S12(S13
S20(52.1(S22(S23
S30(S3.1(S32(Ss3

ShiftRows:
S11(812(S13[S10 C | hf‘t .
So2|S2o|S20/San ycClic snitt row 1,
S33]S3,0(S3,1(Ss2 I byteS to the Ieft

ShiftRows
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Cipher Description:
SubBytes

Compose
1. byte inversion in GF(28)
S 2. affine transformation

So.0fS0.1(S0.2[S0.3

S0,0[S0,1{S0.2[S
S10[S1,1|S12|S13 ] il e

S'0[S1,1{S"2[S"
S20(S2,1(S22|S23 S el et el

S50[S2,1/S22(S23

S30|S3,1(S32/S0.0

S50[S5,1/S52[S53
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Cipher Description:
SubBytes

Compose
1. byte inversion in GF(28)

S 2. affine transformation

S0,0/S0,1/S02[Sb

So.0fS0.1(S0.2[S0.3
S10[S1,1|S12|S13
S20(S21(S22(S23

S0[S"1/S2[S13

P P F P Or through S-box:

S50[S5,1/S52[S53

S30|S3,1(S32/S0.0

char sbox[256] = {

S 0x63, 0x7C, 0x77, Ox7B,
0x30, 0x01, 0x67, 0x2B,
0xCA, 0x82, 0xC9, 0x7D,
OxAD, 0xD4, 0xA2, OxAF,
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Cipher Description:
MixColumns

S0.0[S0.1|S0.2|So.s

S10]S1.1|S1.2S1.3

S20[S2.1|S22|S2.3

S3,0[S3,1|S3.2|Ss.3

UCL Crypto Group

. C(X)

Consider each column:
1. multiply by a(x)
=3+ x2+x+2

Soo

] o 2. reduce modulo x* +1

S'o

S'1|Sh 2|85

S0

S2.1[S22[S25

S50

S5,1|S52|S5
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Cipher Description:
MixColumns

S0.0[S0.1|S0.2|So.s

S10]S1.1|S1.2S1.3

S20[S2.1|S22|S2.3

S3,0[S3,1|S3.2|Ss.3

UCL Crypto Group

o C(X)

Consider each column:
1. multiply by a(x)
=3+ x2+x+2

StofSh1SocfSos 2. reduce modulo x* + 1
S'0[S'.1]S"2|S" s
S20S2.1]S2.2|Sb
SelS B s(,),c =250+ 351+ S+ S3c
/
Sie = S0,c T 251c+ 3%+ S$3c
/
527(; = S0,c + S1,c + 252,c + 353,c
/
53,(_- - 350,:: + S1,c + S2.c + 253,6
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Cipher Description:
KeySchedule

K?
K3 K? K}
RotWord : cyclic left shift of 1 byte
SubWord : S-box each byte
Pan) RC(i) : x!
Y 8 4 3
a5 (mod x® + x* + x> + x + 1)
RC() A
3/
Pan)
3/
K3 K? K K

B RS RIS RATES |
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Cipher Description

State

50,0

50,2

51,0

S1,1

51,2

52,0

2,1

2,2

S3,0

S3,1

53,2

Master Key

ko,0

ko,1

ko,2

ko,3

k1,0

k1,1

k1,2

ki3

0| k2,1

k22|

ko 3|

Lo k31

k3,2

k3,3

UCL Crypto Group

AddRoundKey Keyo

SubBytes
ShiftRows

AddRoundKey Key;

SubBytes
ShiftRows
AddRoundKey Keyio
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Cipher Description

State

50,0

S0,1

S0,2

51,0

S1,1

51,2

52,0

2,1

52,2

S3,0

S3,1

53,2

Master Key

ko,1

ko,2

ko,3

Lol ki1

k1,2

k1,3

0| k2,1

k22|

ko 3|

Lo k31

k3,2

k3,3

UCL Crypto Group

AddRoundKey Keyo Key1o AddRoundKey

SubBytes
ShiftRows

InvSubBytes
InvShiftRows
InvMixColumns

AddRoundKey Key; Key1o—; AddRoundKey

SubBytes InvSubBytes
ShiftRows InvShiftRows
AddRoundKey Keyio Keyo AddRoundKey
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Cipher Description

State

50,0

S0,1

S0,2

51,0

S1,1

51,2

52,0

2,1

52,2

S3,0

S3,1

53,2

Master Key

ko,1

ko,2

ko,3

Lol ki1

k1,2

k1,3

0| k2,1

k22|

ko 3|

Lo k31

k3,2

k3,3

UCL Crypto Group

AddRoundKey Keyo

SubBytes Key; AddRoundKey
ShiftRows

SubBytes
ShiftRows

AddRoundKey Key;

SubBytes
ShiftRows
AddRoundKey Keyio

MixColumns
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FPGA
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UCL Crypto Group
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FPGA

Left-Hand SLICEM Right-Hand SLICEL
(Logic or Distributed RAM (Logic Only)
or Shift Register)

T \
Switch [ | GOUT t | Interconnect
Matrix | CIN | to Neighbors

! SLICE ‘

| X0oY1 h ;

| SHIFTOUT l 1 |

| SHIFTIN ‘

SLICE
e v K : >

L T T _1 [ !

CIN D3090-2_05_0B2104
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FPGA

FiMUX
LUT4 (G)
SAL16
[_Rami6
LUT4 (F) LUT4 (F)
Arithmetic Logic Arithmetic Logic
SLICEM SLICEL Dz 9 erats
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Architecture

Key;

AddRoundKey

UCL Crypto Group

SubBytes
ShiftRows

Plaintext
] RAM
I KEYS
B
Main Key
T
B T E:':I E;:I E;:I E;:Il Ciphertext enable
B EE JE1E |
D
—P
—®
[ wixcolumns | —
E | | =
E |




Architecture: S-box
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Architecture: S-box 1

Logic:
» one S-box per state byte
» 256x8-bit
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Architecture: S-box 1

Logic:
» one S-box per state byte
» 256x8-bit
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Architecture: S-box 1

Logic:
» one S-box per state byte
» 256x8-bit
» 2 pipeline stages
» 144 LUTs per S-box
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Architecture: S-box 2

Algorithmic:
» GF(28) — GF((24)?)
» 28x8 24 x4
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Architecture: S-box 2

8

Galois Field Transform

1

Algorithmic:
» GF(28) — GF((24)?)
» 28x8 24 x4
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Architecture: S-box 2

8

Galois Field Transform

1

Algorithmic:
» GF(2%) — GF((2*)?)
» 22 x8 =24 x4

7 pipeline stages

84 LUTs per S-box

v

v
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Architecture: S-box 3

RAM:

» combine SubBytes and
part of MixColumns
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Architecture: S-box 3

01 01 02 03
03 01 01 02

.—.
RGN
ey

02 03 01 Ol SB(sp)
_ {01 02 03 01} y |:SBE 1;} RAM:
(s3)

» combine SubBytes and

5 :
5| = To9) & Tils) & Tals) @ Ta(s) part of MixColumns
g
02 x SB(s) 03 x SB(s)
T = | g | o= P&
03 x SB(s) SB(s)

SB(s) SB(s)
03 x SB SB
Ta(s) = {02 i 558} 1 T3(s) = {03 X ‘(Ssl?z(s):|
SB(s) 02 x SB(s)
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Architecture: S-box 3

01 01 02 03

02 03 01 01 SB(
01 02 03 o1 SB(
= X (

03 01 01 02 (

s0)
3} RAM:
)
» combine SubBytes and

.—.
RGN
ey

sé :
{:4 — To(s) @ Tu(s) ® Tols) @ Ta(s) part of MixColumns
B » store T-tables
02 x SB(s) 03 x SB(s) X i
o= | wmg | ne= P& » xor in logic
03 x SB(s) SB(s)

SB(s) SB(s)
03 x SB SB
Ta(s) = {02 i 558} 1 T3(s) = {03 X ‘(Ssl?z(s):|
SB(s) 02 x SB(s)
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Platform: Virtex-5

cour Resel Type

6
owr
BRom

‘
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Platform: Virtex-5

CcouT Reset Type
OSync
N OAsync
> DMUX
D6 [>—]A6 —— D —
ps >—as OEU e
oa o> fas M 06 D =P
: OFF
D3 Co>— A3 05 BX BLATCH o> ba
OINITA
D2 [O—A2 D @iNiTo
D1 O—] A1 —| CE OSRHIGH
| | ck OSRLOW
DX > SR REV
ﬁ ! N I |
> CMUX
C6 CO>—] A6 D
oLuT L
gi (e ﬁi CLCLUN E\ TFF =
05 OLATCH
c3 [O—]A3 cX p ONTI Q—>ca
C2[>>— A2 OINITO
c1 o— a1 t— CE OSRHIGH
| | |ck OSRLOW
x> SR REV
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Platform: Virtex-5

- ~ U _,_l_.
J
> cMUx
Y | > —
aLuT e
oroM | L N — e
05 OLATCH
CX p ONTT Af—50ca
aINITO
pufE i
+{ck O
- SR_REV
. I \
P :[J > BMUX
AS 0 ppRAMG4/32 D -
e N O
A4D 06 H—
Asgoor e 98 BX gRig e-sa
B2 [ A2ORAM DIt gE oINITO
B1 [ a1OrROM oo —: o Egstﬂow
L Jwat-wae L SR _REV
H waz
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Platform: Virtex-5

cour Reset Type

- Logic
e a|—e0
T, B,
H it

TT » one S-box per state byte
= » 256x8-bit

B ef-oea

jee » 1 pipeline stage
» 32 LUTs per S-box

rci
LTS ofna
o
Hce asricn
[ cx BSRiow
SR ReY
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Platform: Virtex-4

18-Kbit Block RAM

CASCADEQUTA CASGAEIJEOUTB RA M_'

——= DA
——{ oA > OUtpUt IatChed
———~|ADDRA  PortA
— WEA
Jen » 8 blockRAMs
———={ s3RA DOA —n
CLKA DOPA [——
~{REGOEA| Ly
Memory . . .
Array Port Data Width  Port Address Width  Depth ADDR Bus | DIBus/DOBus D
—— DB oo F—— 1 14 16,384 <130 <l
DIPB boPa 2 13 8,192 <131> <l
———«| ADDRB | | |
J wes 4 12 409 | <132 | <3l
~| ENB PortB 9 11 2,048 <133 <Fil>
——={ sSRB . 202 :
- CLKB | 18 1 1024 <3 <154
— | REGCEB 36 9 512 <135 <3140
CASCADEINA CASCADEINB
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Platform: Spartan-3

Spartan-3/ | Spartan-3A/ |
Spartan-3E | Spartan-3JAN Spartan-3ADSP

Feature Block RAM | Block RAM Block RAM

Individual write-enables for each byte lane No

in x9, x18, or x36 configurations (single write- Yes Yes

enable only)
Special routing resources between block No Yes General
RAM and multiplier for x36 configurations Purpose
Qutput register No No Yes
Supported by RAME16 primitive Yes Yes Yes
' Supported by RAMBISBWE primitive | ' '

(RAMB16 with byte-level write enable) L Yes Yes
Supported by RAMB16BWER primitive No No Yeos

(RAMB16BWE with output register)

Keep it in logic
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Implementation Results

Post Place & Route results using Xilinx ISE 9.1i

Device Slices BRAM | Fregq. Thr. Thr. / Area
(MHz) | (Gbps) | (Mbps/slice)
Virtex5 | 400 / 550 (800 / 1100) | 0 350 | 41 | 102/74
Virtex-4* 700 / 1220 8 250 2.9 41 /23%
Spartan-3 1800 / 2150 0 150 1.7 09/0.8
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Implementation Results: Comparison

Device Datapath | Slices | BRAM | Freq. Thr. Thr./Area
(MHz) | (Gbps) | (Mbps/slice)

Spartan-2* 8 124 2 - 0.002 0.02*
Virtex-2* 32 146 3 123 0.358 2.45%
Virtex-E* 128 542 10 119 1.45 2.67*
Virtex-E 128 2257 0 169 2.0 0.88
Virtex-2* 128 387 10 110.16 1.41 3.64*
Virtex-2 128 1780 0 77.91 1.0 0.56
Virtex-4 128 18400 0 140 17.9 0.97
Virtex-4* 128 700 8 250 2.9 4.1
Virtex-5 128 349 0 350 4.1 11.67
Virtex-5 128 400 0 350 4.1 10.2
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Conclusion

AES-128 on Virtex-b:
» Technology advances: 144 ™\ 32 LUTs for one S-box

» equivalent to removing RAM
» or reducing area by 50%

» Efficient architecture suitable for Gbps applications
» Digital Cinema
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Discussion

Thank you!

http://www.dice.ucl.ac.be/crypto/
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