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Generality on Elliptic Curves

Definition
An elliptic curve E defined over a field K with car(K) > 5, is a
non-singular plane algebraic curve defined by an equation of the form

y2:x3+ax+b, with a, be K

This type of equation is called a short Weierstrass equation.

The set of points of an elliptic curve E forms an additive abelian group
with Py is the identity element.
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Let E be an Elliptic curve defined over IF, and r an integer.
E[r] = {P € E(F,)/rP = Px}

A point P € E[r] is called a r-torsion point.

Definition

| \

The embedding degree of E relatively to r is the smallest integer k such
that r|pk — 1.

Properties

An important property is that:

E[r] C E(F )
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Generality on Pairings

What is a Pairing?

Let G1, Gy, G3 three abelian groups of order r. Gy and G, are additive
groups, Gs is a multiplicative group. A pairing is the following application:

6261XG2—>G3

verifying:
@ Non degeneracy,

@ Bilinearity.

v

e Simplification of existing protocols (Joux's protocol).
o Identity based Cryptography, Short Signature.
o Cryptanalysis.

A,
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Example

Tate Pairing

The following pairing:

er : E(Fp)[r] x EF )l —

pkfl
r

(P,Q) —— er(P,Q)=(fr(Q))

is a bilinear and non-degenerate pairing.

This pairing requires the computation of:

@ Miller function f; p(Q) defined by:
div(f, p) = r(P) — (rP) — (r — 1)(Ps)

. . k_
@ The final exponentiation p—rl.
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e e

Miller equality: )
Vii+ilP

flij1,p = fri,p X fij1,p X

Example: the computation of f5 p

Q@ W write 5 =4 + 1 then, we apply Miller's equality:

I I
o fsp="fipXxfypx LIPP_ fap X HPP
V5P V5P
@ We decompose 4 en 4 =2 x 2, and then:
I
° ﬂl,P — f22P % [2]P,[2]P.
' V[aP]
© By the same way, we find:
/ /
o hp=Hpxfpx L =P
2Pl V[2P]
Q Then,
lbp\°> e faep
e (s e
V2P] V4P V5P
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Miller algorithm

Input: P G,Qe Gy, r=(rp—1,...,...10): with r,_1 =1

Output:f, p(Q) € Fo

1 : f+1

2. T« P

3: Fori=n—-2 to0do

4 fe g2 (@
V2[T](Q)

5: T+ [2]T

6 : if r; =1 then

7 Fe . mAQ

vr+p(Q)

8 : T+~ T+P

9 : end if

10: return f

11: end for
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Final exponentiation:

pF—1  (p*—1) _ ¢«(p)

o ap) r

. . , .
° (gk(P:;): the first part of the final exponentiation.

° M: the hard part of the final exponentiation.
e ¢x(p) is the cyclotomic polynomial.

Security levels:

Security level | size of r | size of p¥
80 160 1024
128 256 3072
192 384 7680
256 512 15360

Table: Security levels according to NIST
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BN ( Barreto and Naehrig) elliptic curve

Definition
A BN elliptic curve is an elliptic curve defined over IF, by the equation
E :y? = x>+ b and by the parameter u such that:

r(u) = 36u* + 360u° 4+ 18u® + 6u + 1 and p(u) = r(u) + 6u>.

U:*262*255*1

This curve has an embedding degree k = 12.

.

Optimal Ate on BN

E(Fp)lr] x W (E'(Fp2)[r]) — Fre
( 7Q) = eBN('DvQ)

o121

avec, egn(P, Q) = ((four2,@(P)sut210,7(@)(P)su+210.72(q)(P))) *

A
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Comparison before and after SexTNFS:

’ BN Curve ‘ Parameter u ‘ Size of p ‘ Size of p¥ ‘
Before SexTNFS u=-20_2%_1 256 3072
After SexTNFS | y = 2114 1 2101 _ 9l 461 5534

Table: BN parameterization

BN curve Miller loop Final expo
Parameter u 6780 M 4364 M+ | (Cyc)
of Nogami et al. 3372 M+ 41 (Com)
Parameter u of 12068 M 7485 M+1 (Cyc)
Barbulescu and Duquesne 5706+4 | (Com)

Table: Cost of Optimal Ate pairing in BN curves
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Is the BN elliptic curve always the most suitable elliptic curve for
computing the Optimal Ate pairing for the 128 bits security level?

Others curves
@ The BLS12 curve,
@ The KSS16 curve,
@ The KSS18 curve.
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Which curve ?
Results of Barbulescu and Duquesne.

Elliptic curve Cost Cost
Opt Ate ( Cyc squaring) | Opt Ate (omp. squaring)
BN 4399425 + | 3999150 + 4l
BLS12 3600675 + | 3156300 + 6l
KSS16 3155196 + |
KSS18 3578212 + | 3298702 + 8l

Table: Cost of Opt. Ate pairing on KSS16, BLS12, KSS18 et BN
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Our aim:

@ Optimizing the computation of Optimal Ate pairing.
@ Software implementation of the Optimal Ate pairing in BN, BLS12
and KSS16 curves.

@ Concluding.
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KSS16 elliptic curve

Definition
Kachisa, Schafer et Scott proposed a family of pairing friendly elliptic
curves defined over F,, by the equation :

y2:><3+ax

With:
o r=u®+48u*+ 625
o p = g5 (ur0+2u°+5u8+48uP+152u°+240u* +625u%+2398u+3125)

v

The choice of the parameter

The parameter proposed by Barbulescu and Duquesne is:
U= —23 1027 923 4 920 _5ll | g

This parameter u is sparse and gives r and p of sizes 333 and 340 bits.

Efficient Optimal Ate Pairing at 128-bit Security Level June 22, 2018 19



Opimal Ate on KSS16

Definition
The Optimal Ate pairing over KS516 elliptic curve is the following map:

copt : EFp)[r] X Va(E'(F)lr]) —> Fouo
P?Q) — eK5516(PaQ)
with

pl6_1

exssi6(P, Q) = ((fu,o(P)/[u]Q,[p]Q(P))p3/Q,Q(P)>

Y, is the morphism defined by:
\|/4 = (FP4) — E(Fple)
(y) = (X2,
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Optimized Miller algorithm

Input: P G1,Q € G, u= (up—1,...,...uUp): with up_; =1
Output:f, o(P) € F o

1 : f+1

2 0 T+ Q

3 :Fori=n—2 to0do
4 f(—fz'/T7T(P)
5 T« [2]T

6 : if u; =1 then

7 f«f- /T,Q(P)
8 : T+ T+Q,
9 : end if

10: return f

11: end for
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The extension tower of I 6

For KSS-16 curve, p =5 mod 8 and ¢ = 2 is a quadratic non-residue in
Fp, then, the construction of Fple given as follows:

Fpz = Fpla]/(o? — c),

IE‘p p2 [6]/(/82 - O‘)v
Fpe = Fpa[1]/(7? = B),
Fo = Fpolul /(w? — ),

Let f be an element of Iﬁ‘pm, then
f=fot+ Ay + fhw + fyw,

with fo, f1, f2 and f3 elements of F .
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Computations in Miller algorithm

In the Miller's algorithm we have to compute:
o f f2 . /T,T(P)v
o f < f-Irq(P) (also, the computation of f < f - I+ _o(P))

f, It 7, and It q are elements of F 16 and /7 1, and /7 ¢ are two sparse
elements.

Sparse Multiplication

However, thanks to twist property of E’, I+ 7 |1 ¢ et It _q can be
obtained in sparse form which will led us more efficient multiplication
called sparse multiplication.

Aim: Improving the sparse multiplication.
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The Calculation of I+ ¢(P)

The addition step of Miller algorithm consists in:
e computing I7,o(P) and updating T; T + Q = R(xr, ¥r),
o Performing the sparse multiplication f x /1 o(P).

The line equation passing through T and @ evaluated on P is:

IT,q(P) =yp + Fw + Eqw

with:

A= 1 B:le—yT/,C:AB,D:XT/—I-XQ/,

Xot =Xt

xpr = C?=D,E = Cxpr — y1r,ypr = E = Oxgr, F = = Cxp
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In the addition step of Miller algorithm we have to compute
f < It,q(P)
So, the computation of
I7.o(P)=yp+ Fw+ Eyw.
X
f=fo+ Ay + fw+ fiw,
4

Sparse multiplication to perform!

U
7-Sparse-Multiplication.

Aim?

How to reduce the cost of the sparse multiplication?
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IT,(P) = yp — Cxpw + Eqw
Multiplying by y;l, we obtain:

yitir,o(P) = 1 — Cxpyptw + Eyplaw,
we have:

° y,;l can be precomputed. Therefore, the overhead calculation of
Ey,;l will cost only 4 F,-multiplications.

° y;llrv-r(P) does not effect the pairing calculation cost.

° x;DyFT1 will be omitted by applying further isomorphic mapping of
P < G.

Pseudo 8-sparse multiplication
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Consider the following isomorphic map between E(F 4) and E(F ,4):

E(Fp4)[r] — E(F)[r],
(x,y) — (z7'x, 273/2y),

With E : y2 = x3 4 az2%x, and 27271’273/2 € Fp.
Let P = (xp,yp5) = (27 xp, z73/2yp), z =7 verifies x,sylgl =1
Xpyp =

1
Z—1XP(Z—3/2yP)—1 - 1
21/2(Xp.y;1) =1

Ainsi, z = (xptyp)?.

P(XP;YP) (XPZ ,YpZ 3/2) (XPYP 7XPYP )
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For the same isomorphic map W, we obtain Q in E defined over F 6 by:

Qxg:vg) = (2 %@, 273 Pygrw),

Q'(x5., y5/) is obtained in quartic twisted curve E’ as follows:
QYo q

E:yg = xg+a(Z®B) xg-

Q’(XQI,Y@) — (ZilXQlazi:g/zle)’

— 3.,-3
= (XQ’XI%YP27YQ’XPYP )-
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The computation of /7 o(P)

y,;llT’Q(P) =1- Cx,oyglw + Ey,;lﬁ,w

Now, applying P and Q’, the line evaluation becomes:

vp il g(P) = 1-Clxpys ")y + Eys yw,

I 3(P) = 1—Cy+E(xp yp)w,

3/2 3,2).

where, X,sylgl =1and ylgl =z y,;l = (xp"yp

Pseudo 8-sparse multiplication
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Doubling Step.

4

The computation of I+ 7(P)

The doubling step of Miller algorithm consists on :
e computing /7 7(P) and up-dating T.
e Performing the sparse multiplication 2./ 7(P).

By the same way, we optimize the sparse multiplication : Pseudo
8-Sparse multiplication.

4

More efficient Miller algorithm
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Comparison

The following table compares the complexity of Miller's algorithm: This
work vs Barbulescu et al.’s estimation.

The result of KSS-16 | BN BLS-12
Barbulescu et al. | 7534M,, | 12068M,, | 7708 M,
This work 7209M, | 11114M,, | 7202M,,

Table: Complexity comparison of Miller's algorithm

The Pseudo 8-sparse multiplication is more efficient than the 7-sparse
multiplication.
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Miller algorithm

| The Curve | KSS-16 | BN | BLS-12 |
| Miller Algorithm | 4.41 | 753 | 491 |

Table: Comparative results of Miller's Algorithm in [ms].

Final Exponentiation

| Curve | KSS-16 | BN | BLS-12 |
| Final Exponentiation | 17.32 | 11.65 | 12.03 |

Table: Comparative results of Final Exponentiation in [ms].

@ BLS12 curve is better than BN curve.
o We found an efficient Miller's loop calculation for KSS-16 than
theoretical estimations of previous works.

Efficient Optimal Ate Pairing at 128-bit Security Level June 22, 2018 33



Merci!

icient Optimal Ate Pairi i ity Level June 22, 2018 34



	Introduction
	Optimal Ate pairing for the 128 bits security level
	New security Levels
	Miller algorithm Optimizations
	Implementation Results

