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Introduction

Most known public key cryptosystems

@ The RSA cryptosystem, 1978: based on factorization.

@ The Diffie-Hellman key exchange protocol, 1976: based on the
discrete logarithm problem.

@ The El Gamal Cryptosystem, 1985: based on the discrete
logarithm problem.

@ The elliptic curve cryptosystems and protocols, 1985: based on
elliptic curves.

@ The NTRU cryptosystem, 1996: based on lattice hard problems.

@ The Learner with error cryptosystem, 2005: based on lattice hard
problems.
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Introduction

Most known public key cryptosystems

Quantum computing
has arrived.

D- rs the first commercial quantum
computing systt market. If you are looking for a
next-generation sol difficult computational problems,
got a pretty cool option for you.

Vulnerability to quantum computers
@ The RSA cryptosystem: vulnerable.
@ The Diffie-Hellman key exchange protocol: vulnerable.
@ The El Gamal Cryptosystem: vulnerable.
@ The elliptic curve cryptosystems and protocols: vulnerable.
@ NTRU and LWE cryptosystems: still resistant (post quantum
cryptography).
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Introduction to lattices

Introduction to lattices

Definition
Let n and d be two positive integers. Let by --- ,b; € R" be d linearly
independent vectors. The lattice £ generated by (b, - -- , b,) is the set

d d
L= 7b= {inb,- | xi € Z} .
i=1 i=1

The vectors by - - - , b, are called a vector basis of £. The lattice rank is
n and the lattice dimension is d. If n = d then L is called a full rank
lattice.
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Introduction to lattices

Introduction to lattices

o e

Figure: A lattice with the basis (b1, b2)
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Introduction to lattices

Introduction to lattices

Theorem

Let L be a lattice of dimension d and rank n. Then L can be written as
the rows of an n x d matrix with real entries.

Let
ai
a;
b = )
Api
Letv =% xb; for x; € Z. Then
apg ap -+ diyg X
ay ay -+ ay x
v = .
apl Aap2 - Aud Xd
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Introduction to lattices

Theorem

Let £ C R" be a lattice of dimensiond. Let (b; --- ,bg) and (b} --- , b))
be two bases of L. Then there exists a d x d matrix U with entries in Z
anddet(U) = +1 such that

b’l by
b’ b
l=vul| .
v, ba
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Introduction to lattices

Definition
Let £ be a lattice with a basis (b; - - - ,b,). The volume or determinant

of Lis
det(£) = +/det (BB'),

where B is the d x n matrix of formed by the rows of the basis.

Theorem

Let L be a lattice of dimension d. Then the det(L) is independent of the
choice of the basis.

Lemma

Let £ be a full-rank lattice (n = d) of dimension n. If (by--- ,b,) is a
basis of L with matrix B, then

det(L) = | det(B)].




Introduction to lattices

Introduction to lattices
Definition

Let £ be a lattice with a basis (b; - - - , b,). The fundamental domain or
parallelepipede for L is the set

d
P(by -+ ,bg) = {Zx,-bi, 10<x < 1}.
i=1

[ ) [ ) [ ) [ ) [ [ ] [ ] [} [} [ )
b,
[ ] [ ] [ ] [ ] [ ] [ ] [ [ ]
[ ] [ ] 47)7. [ ] [ ] [ ] [ ] [ ]
by
[ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ]

Figure: The fundamental domain for the basis (b;, b,)
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Introduction to lattices

Introduction to lattices
Theorem

Let L be a lattice with a basis (by, . ..,bs). Then the volume V of the
fundamental domain P(by, ..., b,) satisfies

V(P(bl, e ,bd)) = det([,).

° ° ° ° ° ° ° ° ° °
b, uy
° ° ° ° ° °
° ° ﬁo ° @ ° °
by u
° ° ° ° ° ° ° ° ° °

Figure: The fundamental domain for the bases (b, b;) and (uy, uy)
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Introduction to lattices

Introduction to lattices

Definition
Letu = (uy, -+ ,u,) andv = (v;---,v,) be two vectors of R".
@ The inner product of u and v is

(u,v) = u'v = Z Uivi.

@ The Euclidean norm of u is

ual| = (e, 0))

=

Il
R
i

<
~N
N———
o=
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Introduction to lattices

Introduction to lattices

Definition

Let L be a lattice. The minimal distance \; of £ is the length of the
shortest nonzero vector of L:

A =inf{|v|| € L|ve L\{0}} =inf{|[v—ul| € L|v,ue L, v+#u}.

Figure: The shortest vectors are vy and —vy

Abderrahmane Nitaj (LMNO) Lattice based cryptography 15/54



Introduction to lattices

Introduction to lattices

Example
Let £ be a lattice with a basis (b;, b») with

b [ 19239 ,, [ 22961
P71 2971 |0 2T | 3546 |

Find the shortest vector.

The shortest vector is in the form

19239x1 + 22961x, ]

Yo = x1by + xoby = [ 2971x, + 35461,

for some integers (x1,x2) # (0,0).
One can show that vog = 37b; — 31b, is the shortest vector in the lattice
L.
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Introduction to lattices

Introduction to lattices
Example

Let £ be a lattice with a basis (b, by, b3) with

124797 95874 56871
by = 2971 , by=| 3546 |, b3=| 35462
4781 7895 16539

Find the shortest vector in the lattice

The shortest vector is in the form

124797x; + 95874x, + 56871x3
vo = X1b1 + x2by + x3b3 = 2971x1 + 3546x; + 35462x3 ,
4781x1 + 7895x; 4+ 16539x;3

for some integers (x1,x2,x3) # (0,0,0) for which the norm ||vy|| is as
small as possible. Using the LLL algorithm, we can find that the
shortest vector is vo = —3b; + 4b».
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Introduction to lattices

Introduction to lattices

Definition

Let L be a lattice of dimension n. For i = 1, ...n, the ith successive
minimum of the lattice is

Ai = min{max{|vi||,..., |[vill} | vi,...,vi € L are linearly independent}.

Figure: The first minima A; and the second minima A,
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Introduction to lattices

Introduction to lattices

Definition
Let £ be a full rank lattice of dimension n in Z".

@ The Shortest Vector Problem (SVP): Given a basis matrix B for
L, compute a non-zero vector v € £ such that ||v|| is minimal, that
is [[v]| = A (£).

© The Closest Vector Problem (CVP): Given a basis matrix B for £
and a vector v € L, find a vector u € £ such that ||v — u|| is
minimal, thatis ||v — u|| = d(v, £) where d(v, £) = min,er [|[v — u]|.
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Introduction to lattices

Introduction to lattices

Definition
Let £ be a full rank lattice of dimension n in Z".
@ The Shortest Independent Vectors Problem (SIVP): Given a
basis matrix B for £, find n linearly independent lattice vectors
Vi, V2, ..., v, such that max; ||v;|| < \,, where )\, is the nth
successive minima of L.

© The approximate SVP problem (ySVP): Fix v > 1. Given a basis
matrix B for £, compute a non-zero vector v € £ such that
IVl < vA1(£) where \{(£) is the minimal Euclidean norm in L.

© The approximate CVP problem (ySVP): Fix v > 1. Given a basis
matrix B for £ and a vector v ¢ L, find a vector u € £ such that
v —ul| <~yM\d(v, £) where d(v, £) = minger ||[v — u]|.
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Introduction to lattices

Introduction to lattices

Figure: The closest vector to v is vy
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Introduction to lattices

Introduction to lattices

Theorem (Minkowski)

Let L be a lattice with dimension n. Then there exists a nonzero vector
v € L satisfying

V]| < Vadet(L).

The Gaussian Heuristic implies that the expected shortest non-zero
vector in a lattice £ is approximately o(£) where

o(L) = ,/% det(L).
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The LLL algorithm

@ Invented in 1982 by Lenstra, Lenstra and Lovasz.
@ Given an arbitrary basis B of a lattice £, finds a “good” basis.
@ Polynomial time algorithm.
@ Various applications:
@ Formulae for , log2, ...
@ Implemented in Mathematica, Maple, Magma, Pari/GP, ...
© Solving diophantine equations.
© Solving SVP and CVP problems in low dimensions.

©@ Cryptanalysis of Knapsack cryptosystems.
Q@ Attacks on RSA and NTRU.
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The LLL algorithm

Gram-Schmidt orthogonalization method

Theorem

Let V be a vector space of dimension n and (b; - -

Let (b7 --- ,b;) be n vectors such that

i—1
bi=by, bf=bi— Y b},
j=1

where, forj < i

M )

Then (b --- ,by) is an orthogonal basis of V.

-,b,) a basis of V.
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The LLL algorithm

Gram-Schmidt orthogonalization method: n = 2

. . (b2, by)
by o by =ba b
. a (by, by)
={(by,by) — b1,b1) = 0.
= (b1, b3) = (b1, b2) (bl,b1>< 1,b1)

b5 b,
[ ]

by = b}

Figure: An orthogonal basis
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The LLL algorithm

Gram-Schmidt orthogonalization method: the determinant

Corollary (Hadamard)

LetB = {by,...,b,} be a basis of a lattice L and let B* = {b},...,b;}
be the associated Gram-Schmidt basis. Then

det(£) = [Therl < TT il
i=1 i=1
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The LLL algorithm

LLL-reduced basis
Definition

Let £ be a lattice. A basis (b, --- ,b,) of L is LLL-reduced if the
orthogonal Gram-Schmidt basis (b7 - - - , b};) satisfies

1
il < 5, pour 1<j<i<n, (1)
3 * * .
ZHbilez < |6} + piio1bi |, pour 1<i<n, (2)
where, forj < i
<bi7b}k>
77
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The LLL algorithm

LLL-reduced basis: dimension 2

21| = ‘<b2,b>f)
o)

3
2o < e,

b3 b,
[ ]

by = b:

Figure: A 2-dimension reduced basis

Abderrahmane Nitaj (LMNO) Lattice based cryptography 29/54




The LLL algorithm

Figure: A lattice with a bad basis (b1, b,)
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The LLL algorithm

The LLL algorithm

. ° ° ° ° ° ° ° . ° °
° ° ° . ° ° ° ° ° v®
- l)2
° ° ° ° ° u e .. ._'_;o' ° °
ge2®’ by
P ° Py Py ° P ‘:: * ° ° ° Py °
Vu1
. . . . ° ° ° ] . ° °
Figure: The same lattice with a good basis (u;, u,)
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The LLL algorithm

The LLL algorithm

. ° ° ° ° ° ° ° . ° °
° ° ° . ° ° ° ° ° v®
- l)2
° ° ° ° ° u e .. ._'_;o' ° °
ge2®’ by
P ° Py Py ° P ‘:: * ° ° ° Py °
Vu1
. . . . ° ° ° ] . ° °
Figure: The same lattice with a good basis (u;, u,)
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The LLL algorithm

LLL-reduced basis: properties
Theorem

Let (b --- ,b,) be an LLL-reduced basis and (b}, --- ,b};) be the

Gram-Schmidt orthogonal associated basis. We have
1. |[6F]]> < 27 |bf||* for 1 <j < i <n.

2. T, [Ibif < 25 det(L).

3. ||b| <27 ||b7| for1 <j<i<n.

4. ||by|| < 2"F det(L)x.

5. For any nonzero vectorv € L, ||b;|| < 2" Iv]|-

Comparison

o | The LLL algorithm: [|b;]| < 2" det(L)n.
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NTRU

NTRU
@ Invented by Hoffstein, Pipher et Silverman in 1996.
@ Security based on the Shortest Vector Problem (SVP).
@ Various versions between 1996 and 2001.

Definition

The Shortest Vector Problem (SVP): Given a basis matrix B for L,
compute a non-zero vector v € £ such that ||v|| is minimal, that is
vl = A (L).
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NTRU: Ring of Convolution IT = Z[X] /(X" — 1)

Polynomials
=X, e= aX,
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NTRU: Ring of Convolution IT = Z[X] /(X" — 1)

Polynomials
=X, e= aX,

Sum
f+g=o+g0fi+g, - fv-1+8n-1)
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NTRU: Ring of Convolution IT = Z[X] /(X" — 1)

Polynomials
=X, e= aX,

Sum
f+g=o+g0fi+g, - fv-1+8n-1)

Product
f*g:h: (h07h17"' 7hN—1)With

he = Z figj-

i+j=k (mod N)
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NTRU: Ring of Convolution IT = Z[X] /(X" — 1)

Convolution

f:(anfla"'qu—1>7 g:(g()?glv"'?g/\/—l)-
f*g:h: (h()vhl)"' 7thl)

1 X .. xk .. xN-1

J08&o Jogi e Jogk e | fogn—1
+ || fign—1 || S1g&o || v || S18k—1 |l fign—2
+ || fan—2 || foen-1 || - f28k—2 < |l f28N-3
+ || fn2g2 || Iv283 || v || IN28k+2 || 0 || In—2&1
+ | fvogr || Sv—1g2 || v || In—18k+1 || 0 || n—180
h— ho i hy o v
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NTRU Parameters

@ N = aprime number (e.g. N = 167, 251, 347, 503).
@ ¢ = alarge modulus (e.g. ¢ = 128, 256).
@ p = a small modulus (e.g. p = 3).
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NTRU Algorithms

Key Generation:
@ Randomly choose two private polynomials f and g.

@ Compute the inverse of f modulo ¢: f + f, = 1 (mod g).
@ Compute the inverse of f modulo p: f +f, = 1 (mod p).

@ Compute the public key i = f, * g (mod g).
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NTRU Algorithms
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NTRU Algorithms

Encryption:
@ m is a plaintext in the form of a polynomial mod 4.
@ Randomly choose a private polynomial r.
@ Compute the encrypted message e = m + prx h (mod gq).
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NTRU Algorithms

Encryption:
@ m is a plaintext in the form of a polynomial mod 4.
@ Randomly choose a private polynomial r.
@ Compute the encrypted message e = m + prx h (mod gq).

Decryption:
@ Computea=fxe=f*(m+prxh)=f+«m-+pr*g (mod g).
@ Compute axf, = (f xm+pr*g)*f, =m (mod p).
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NTRU

Correctness of decryption
We have

f*e (mod q)

f*x(p*xrxh+m) (mod q)
fxr*(pxgxfy)+f*m (mod q)
= pxrxgxf*f,+f*m (mod q)
pxrxg—+f+m (mod q).

Q2 2 8 98
Il

lfpxrxg+fxme [-4 4], then

m=axf, modp.
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LWE

Learning With Errors

LWE
@ Invented by O. Regev in 2005.
@ Security based on the GapSVP problem.
@ Provable Security.

Definition

The GapSVP problem: Let £ be a lattice with a basis B. Let (L) be
the length of the shortest nonzero vector of L. Let v € R*. Decide
whether A\ (£) < 1 or A((£) > 7.
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LWE

Learning With Errors

LWE Key Generation
@ Input: Integers n, m, 1, g.
@ Output: A private key S and a public key (A, P).

@ Choose S € Z2*! at random.
@ Choose A € 7" at random.
© Choose E ¢ Z"™*! according to a Gaussian character Y.
q
©Q Compute P = AS + E (mod g). Hence P € 7%/,
q

© The private key is S.
Q@ The public key is (A, P).
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LWE

Learning With Errors

LWE Encryption

@ Input: Integers n, m, I, 1, r, q, @ public key (A, P) and a plaintext
M e 7I*t,

@ Output: A ciphertext (u, c).
@ Choose a € [—r,r]™! at random.
© Compute u =A"a (mod q) € Z2*".
© Compute ¢ = PTa + {@} (mod g) € Z.*".
© The ciphertext is (u, c).
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LWE

Learning With Errors

LWE Decryption
@ Input: Integers n, m, I, t, r, g, a private key S and a ciphertext
(u,c).
@ Output: A plaintext M.

@ Computev=c—STuand M = [fﬂ
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LWE

Learning With Errors

Correctness of decryption

We have
v = ¢c—S8Tu
= (AS+E)a—S"ATa+ [Mtq]
= ETa+ [Mq] .
t
Hence

[rv] [ZETa t [Mq”
| = + - | — .
q q qlt?
With suitable parameters, the term % is negligible. Consequently
2]
. :
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GGH

GGH
@ Invented by Goldreich, Goldwasser and Halevi in 1996.
@ Security based on the Closest Vector Problem (CVP).
@ Brocken by Nguyen in 1999.

Definition (The Closest Vector Problem (CVP))

Given a basis matrix B for £ and a vector v ¢ £, compute a vector
vo € L such that ||v — vo|| is minimal.
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Learning With Errors

GGH key generation
@ Input: A lattice £ of dimension n.
@ Output: A public key B and a private key A.

@ Find a “good basis” A of L.
© Find a “bad basis” B of L.
© Publish B as the public key.
O Keep A as the secret key.
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Learning With Errors

GGH encryption

@ Input: A lattice £, a parameter p > 0, a public key B and a
plaintext m € Z".

@ Output: A ciphertext c.

©@ Compute v=mB c L.
© Choose a small vector e € [—p, p]".
© The ciphertextis c = v + e.
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Learning With Errors

GGH decryption
@ Input: A lattice £, a private key A and a ciphertext c.
@ Output: A plaintext m € Z".

@ Use an efficient reduction algorithm and the good basis A to find

the closest vector v € L of the ciphertext c.
© Compute m = vB—.
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Thanks

Thank you
Terima kasih

® 0-0? K.
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